











* You can upload additional notes, photos, or reports to your video evidence.
This will ensure you have all your information in one location.

Summary Clips (

ATTACHMENTS

POS - Summary View

Navigate to this area by clicking on “POS"” at the top of your navigation bar. Then
click “Queries” and “Summary View".

® insights Ksetup @ cams @ pos cameras @ cases & ark pos EEYeles

PSS . statistics & behavior report

i summary view HEXNES@eNIlle[=]

This is one of the most powerful areas of the eConnect system. The POS Queries
are saved custom queries created for your specific location and POS system.

POS QUERIES
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* Selecting this icon [ allows you to populate the colored line graphs to the right.
You can see if there is a spike in certain transaction types on a given day. Each
colored line has the drill-down capability. Clicking on the bar of the graph for the
day you want to see will take you to the grid page.
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* At the top of the page is where you can either adjust the date range or select a
preset time frame using the drop-down tool. Select your date range/time frame
and click “Apply”. Just selecting a time frame from the menu does not
automatically populate that time.

* If you do not want to graph the data and instead wish to go directly to the query
information, simply click on the query title and it will bring you directly to the

grid page.

* Once this data populates you can adjust the time frame using either the
calendar or the drop-down menu at the top.
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Analyzing the Grid Reports

Once you've drilled into one of the charts from the previous section, you will see the
results of that query in grid view.

Attributes

* Columns can be sorted by clicking the dark-shaded header and/or using the
dropdown to filter data. This is a good tool when looking for a check, terminal,
employee, or other various items. You may also drag the dark shaded area of
the column to the right or left to align your data columns in any way you prefer
to view them.

- -

BASIC DATA ‘ TIME TERMINAL NAME ‘ TERMINAL ﬁ‘ EMPLOYEE #| EMPLOYEE NAME | REVENUE NAME‘ REVENUE ﬁ‘ CHECK #

Flags

° Once you drill down one of the custom queries from the Summary View screen,
you should see this icon @ in the Associations column to the far left. If any row
is missing this () icon, then there is no camera associated with that POS
terminal. In that case, you will see this icon &) which is a virtual register tape. If
you are sure there should be a camera associated, contact your onsite eConnect
admin or call the eConnect Support team at (702) 523-8786 and select option 2.

If you hover your mouse over the camera icon @ you will see a snapshot of the
historical video and data. If you hover over the register tape icon , you will
see the virtual register tape. This is a useful tool to quickly assist you in
determining if a questionable transaction is a theft, human error, or a business
anomaly.

By simply reviewing the video or the virtual check for a few seconds, the session

will be flagged black (white theme) or gray (dark theme)to let other users
know someone has reviewed the transaction.
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* Clicking the red flag ‘ indicates you have found a problem, potential theft,
policy issue, or human error. Turning the flag red will allow other investigators
to see you have reviewed the transaction and have found something worth
looking at. Notes can be added by managers, supervisors, and those on other
shifts in the Comment box.

TRANSACTION # 7460 CANCELED

e Clicking the ‘ green flag indicates you have reviewed the video and have
found the transaction to be normal or justified with no further action needed.
Notes can be added in this comment section as well.
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* All red flags are pending reviews that can be found on the “Event History” tile if
you have added it to your dashboard.
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Aggregation

The Aggregate function is one of the tools you will use to drill down into large amounts
of data. Once you have a data set you would like to analyze, you can aggregate (or
group) the data. To aggregate, click the “Aggregate” icon in the upper right-hand
corner.
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* The next screen you'll see will look like this:

Terminal Revenue Center Auth Employee Basic Data Check Number

Month L Event Type Group Number Object Number Quantity Table Number

* The “Aggregate” tab at the top is the same as the previous version for those
who prefer aggregation without grouping.

* The new “Aggregate Grouping” (like on the Dashboard) will allow you to select
multiple grouping fields at the same time. If you select Employee and
Revenue Center, it will look like this:

- Terminal - Auth Employee Basic Data Check Number

Hour Month Dollar Amount Event Type Group Number Object Number Quantity Table Number
7 =

Dollar Amount Quantity

* This will group the data by employee first, then revenue center. By clicking on
“Count” in the bottom left corner the results will be displayed.
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Aggregation - The Pie Chart

After the pie chart populates you will see the portion each employee is

responsible for. You can quickly see who stands out. In the example below, the
employee with the largest blue wedge has the most discounts for the time

period selected. The next step is to drill into the pie chart by clicking on any
piece of the pie for the employee you want to review.

You can keep the data breakdown as a pie chart or switch it to a bar graph
under “Graph Type”. You can select the highest, lowest, or default on how you

want the data displayed under “Data Order”. You can select how many records
you want to be displayed under “Records Shown".

ALL EVENTS

- ()
AGGREGATE FIELD DATA ORDER
EMP-910715 (910715)
RC-387 (387): 1,653 (12.33%)

—— DEFAULT

HIGHEST
-\
10 ¢

LOWEST

4 i e GRAPH TYPE

EMP-810121 (310121) BAR
RC-387 (367): 205 (153%)
EMP-92206 (92206) O &=
RC-387 (387): 88 (0.66%) —
(
e O
= EMP-6540 (6540)
RC-387 (387): 2 (0.01%)
EMP-98623 (38623)
RC-387 (387): 2,357 (17.58%)

EMP-93016 (33016)
RC-387 (387): 5,258 (39.22%)
SHOW PROPORTIONAL DATA

If you would prefer to see the Aggregation in a bar graph, just click on the “Bar”
button and the graph will look like this:
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* You can also capture the image by clicking on the &8 icon and save it to a file or
to a case. Export the data from this aggregation by clicking on the@ icon.

* Once you click on either a piece of the graph or an employee name, the next
screen will look like the screen you were on before entering the aggregate
mode. You will notice, however, that all the transactions are now isolated to the
employee you selected from the graph. You can now review each event and see
what the employee is doing to create more events than their co-workers.

POS Query Builder

° To navigate to the query builder, go to the top navigation bar and select “POS”".
Then select “Queries” and then “Query Builder”.

||||queries £ statistics && behavior report

fllsummary view EENNESRNIEE all cvents

* For the most part, the eConnect team will build custom queries for you to access
at any time. However, the “Query Builder” is how you can generate data in a
way you choose to customize. “Query Builder” is also a great way to search for
specific data criteria, such as a particular employee’s transactions or a specific
check number.

* After selecting “Query Builder” you will see this screen:

When looking at the “Query Builder” you will see a number guide to walk you
through building a query or completing a search. Follow the numbers to build
your query and then click “Query”.

‘ﬁct eConnect POS Connect User Guide EC9 September 2023 | www.eConnectGlobal.com




* Start with number 1 by setting your date and time range or clicking on the
drop-down and selecting a preset time frame.

* Next is number 2 where you will select what you want to search for. To select a
criteria field, click on the “+” next to the criteria you want to be included in the
query. Once you have chosen from number 2 it will be displayed under the
number 3.

* You will then fill out the field for number 4 based on the criteria selected.
*Note: You can go back to number 2 and add more search criteria, but it must
be along the same line of data.

BASIC DATA | EMPLOYEE t| AMOUNT ‘ TERMINAL #| EMPLOYEE NAME | REVENUE NAME| REVENUE fi| TERMINAL NAI\-IE‘ CHECK # | QUANTITY ‘ OBJECT # | TABLE # ‘ GROUP # | EVENT # ‘

*  Within the query builder, there are 3 areas you'll want to be proficient in Basic
Data, Check Number, and Event Type.

Basic Data

° With basic data, you can search any keyword your POS system uses as it appears
on a receipt or the terminal within the Basic Data column. *Note: Spelling must
match how the data is displayed in your POS system.

Example

* 1. Select the date/time range by using either the calendars or the drop-down
menu, then press the “+” sign next to Basic Data to initiate your query. To the
right you will see some new fields expand out. These are the attributes that you
will apply to your search.

* 2. Select the condition from the “Add Criteria Fields” column. This will prompt
new options to display under “Configure Fields".

° 3. Enter the text or keyword you are searching for. You can either wait a few
seconds and results will populate at the bottom half of the screen or you can
click "Query” off to the right. Clicking “Query” will show your results on a sepa-
rate grid view page.
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You may also save the query for future use by clicking the “Save AS” button on
the right. If selected, you will be prompted to name the query. The query will
then be available in your Summary View POS Queries list.

*Note - If you enter information for a Basic Data search and you don't get the
results you are looking for, adjust the spelling to match your POS data.

With training and practice, you can create more advanced queries. If you would
like further assistance with advanced queries, please email us at
investigations@econnect.tv. Our team is here to help you.

Check Number Query Search

This is a useful tool when you are looking for a specific check on a specific day.
This is especially helpful when researching customer complaints.

Example

1. select the date/time range by using either the calendars or the drop-down
menu, then press the “+” sign next to Check Number to initiate your query.
Ef«; [ QVYI:13Y To the right you will see some new fields expand out. These
are the attributes that you will apply to your search.

2. Enter the check number you want to review in the blank field and hit the
“Query” button or wait to see if the results display below.




il queries SRSl
query builder

| amoun | TeRMinAL NaME | TERmMINAL | EmPLOVEE NAME | EMPLOYVEE # | REVENUE NAME | REVENUE # ol,l»'«NT\T'v‘i GROUP # | EVENT #

* *Note: Many POS systems re-use check numbers, so you may need to search for
the correct date/time to retrieve the correct check number.

Event Type

« As POS transactions come into eConnect, they are stored in categories and the
Event Type identifiers will help you find them.

Example

1. Select the date/time range by using either the calendars or the drop-down
menu, then press the “+” sign next to Event Type to initiate your query.
EEENEEA To the right you will see some new fields expand out. These are
the attributes that you will apply to your search.

* 2. Select from the dropdown in the highlighted area and find the POS function
you would like to review. Click the “Query” button or wait to see if the results
display below.
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select range

i 2L
12/28/2022 0:00:00 B8 " BB 1272972022 0:00:00

add criteria fields configure fields add filter conditions

() AMOUNT @ evenT TveE ADD CONDITION
(¥) AUTH NUMBER logical operator

Equals 14

[14] NoSale

(®) EMPLOYEE AUTH ID
(®) EMPLOYEE AUTH NAME
(® empLOYEE ID

(®) EMPLOYEE NAME

() evenT TvPE

(® crour

(® osEcTID

(® auanTiry

* *Note: If you do not receive any results on a query, this event type may not be
active for your POS or you can try a different date range.

POS Behavior Report

The Behavior Report is another way to compare employees to each other to find
unusual occurrences. Behavioral Intelligence is one of the most effective ways to
isolate trends by employees who work in similar revenue centers. Using the
standard deviation methodology, you can now see which employees are operating
outside the norm.

* Navigate to the POS Behavior Report by clicking “POS” on the top navigation bar.
Then select “Behavior Report” on the second line.

® insights QX setup @ cams @ cases _'l-i_cus

* Once you click “Behavior Report” you will see this screen:
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Bl 5 behavior report
b 2022 &

* |t contains three attribute sections: When Who, and What

Section #1 Interval Range (When?)

On the far left, you will see the first set of attributes to run this report. These
include:

* The Calendar - Choose your date to work from.

* Range Interval - How many days of data do you want to be grouped?

* Interval Count - How many of the Range Interval groups do you want to ana-
lyze? (Example: A range interval of 7 days and an interval count of 4 will show a

total of 28 days of data.)

* You also have the option to use the dropdown to load a previously saved behav-
ior report or save a behavior report you set up.
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= s
Tuesday, December 03, 2019 =5

RANGE INTERVAL 7 DAYS v

INTERVAL COUNT 4

SAVE

REPORT SETTINGS

REVENUE CENTER CONSTRAINTS CLEAR

INCLUDE PERIOD CALCULATION

* Now that you have Time selected, move the “Focus” to the center of the page.

Section #2 Behavior Focus (Who?)

In this section, you have three options to choose from. You can choose to analyze
Employees, Terminals, or Revenue Centers.

* One of the best ways to analyze behavior is to select Revenue Centers and then
add all the employees from that revenue center. When you select employees for
a revenue center, the final report will show you transactions for only that loca-
tion even if the employee has worked at multiple locations.

SELECTED
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* This will allow you to isolate the individuals in each revenue center.
®* You can also use terminals as a tool to isolate as needed.

* Use the “Clear” button in the lower part of the screen to reset the attributes
in this section.

Section #3 Event Type Selection (What?)

In this section you simply select the event types or queries you want to analyze.

* Here you can choose from POS Events or Query Events. You can choose from
one or both sections to use for comparison.

POS EVENTS OSSN

Q

* Check the box next to each event you want to analyze.

e If an event or query is not found during your search it will not be displayed
on your report.

* Itis advisable to choose “Begin Check” for analysis as this gives a good idea
of how many total transactions an employee participates in.

* You can also compare any event to another event to show a percentage. For
example, once you select “BeginCheck”, to the right another box can be
checked. By checking that box it will compare Begin Checks to everything
else selected. In this example, “CashDrawerOpen” has also been selected.
This will show you the percentage of Begin Checks to Open Cash Drawers.
(See Below)

° *Note: In POS Events, you will have some options that are not turned on or
the POS that you are using does not support those events.
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EEEEANS QUERY EVENTS

* This can show additional information relating to employee fraud. The data
can fall within the standard deviation, but the percentages can show the
data still needs to be reviewed.

° Once you have selected your events/queries, click the arrow above “Report”
to get your results.
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POS Behavior Report- Analyzing the Report

Congratulations! You should now see a screen like this:

[1/5/2019 - 11/12/20141/12/2019 - 11/19/2011/19/2019 - 11/26/201/1/26/2019 - 12/3/201¢ AVERAGE
NAME BEGINCHECK CASHDRAWEROPEN BEGINCHECK CASHDRAWERCPEN BEGINCHECK CASHDRAWEROPEN BEGINCHECK CASHDRAWEROPEN BEGINCHECK CASHDRAWEROPEN

(98436) 4 16 602 15 151.5 7.75
" (98464) 205 6 51.25 5
" (98708) 1233 31 1392 23 463 17 7z s
" (98736) 29 1 137 3 10 415 3.5
" (98794) 215 3 278 7 65 12 139.5 55
] (98853) 235 58.75 (
© (98855) 331 6 82.75 S
" (98859) 223 55.75
© (98861) 1 1 152 4 3825 125
" (98864) 14 6 S 13
© (98870) 977 13 244.25 3.25
" (995687) 861 17 980 20 281 6 1013 16 (78375 | 1475
:AVERAGE 196.5 4.08 215.67 3.92 219.75 6.5 175.67 492 201.9 4.85

* Notice the legend on the bottom left. It will tell you how many standard
deviations the person has from the average.

[] ABOVE AVERAGE [ ONE STD DEV [ TwO sTD DEV I THREE+ STD DEV

* Inthe sample report above, you can see that two of the employees are
highlighted in red. You would most likely focus your attention on these
individuals and drill into their transactions.

* The averages on the far right are the total averages for each person. To the left,
you will see the four interval counts. Each of those numbers is hyperlinked to
the corresponding data.

* Anyone in pink is above the average for the time frame selected.

POS Statistics

This is a straightforward and easy-to-use report. It gives you more of a grid-style
view and allows you to quickly filter information.

* Navigate to the Statistics Report by clicking “POS” on the top navigation bar,
then “Statistics” on the second line.
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® insights @setup @ cams @ cases & cus Xl

S .. statistics

® This report has three major focal points: Revenue Center, Employee, and
Terminal.

* Choose your date range at the very top.

* Click on one of the buttons below the date to choose revenue center, employee,
or terminal.

(Urevenue center () employee (#) terminal

® Once the report populates you can realign the columns to your liking by clicking
and dragging the dark-colored boxes to the left or right.

* You can also filter each column with the dropdowns.

* You can also select which names you want to show by clicking the Filter
drop-down located by the date.

k‘ 7/1/20
TERM-2001 01) «
TERM-2002 (.

TERM-2004 (.
NA TERM-2005
TERM TERM-2010 (.
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* Each underlined number is hyperlinked to the data associated with
that number.

ull queries i bel
!

NAME D CHECKS DISCOUNT § | DISCOUNT § % IT CARD TOTAL | OT

Building Alerts

Alerts are very easy to set up, but keep in mind that you will get a screen pop-up
every time that transaction type takes place on the bottom right corner of
your screen.

* On the top navigation bar click on “Setup” and then “POS".

m insights EedNSI®)] @ cams @ cases &8 pos

# home # subscriptions s2agroups =sassociations & users #settings pllqueries f:ar*ﬂ:f,-::.-:

il Query Manager JEuvaS=atle

* Select the query you want to receive an alert for on the left side. Then check the
box that says, “Real Time Alerts” and click “Save Query/Execute”. You will now
see pop-ups on the lower right-hand corner of your screen.

NAME

@ FIELDS

DESCRIPTION

QUERY

Disabled Real-time Alerts Private

";gnnect eConnect POS Connect User Guide EC9 September 2023 | www.eConnectGlobal.com



* You will see a bell icon next to the query title once alerts have been enabled.

Void + NoSale System

‘ Void + TX Cancel System

-

Voids > 3/Check System

* Please note that not all users will have access to this section.
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